Abstract: While larger companies have resources to address cyber security issues, small companies often do not. Usually, a business owner or his immediate family members handle many different roles within the small business. Because of a lack of information technology knowledge and resources to hire that knowledge, many small businesses are at a great risk of having their systems compromised. The purpose of this paper is to report the findings of a field study that included over 370 interviews with small business owners about their approach to risk management, including those related to cyber security threats. Results indicate that small business owners are often likely to have the basic tools related to technology risk management in place, but lack the policies, procedures and training to secure their information resources. Additionally, responses indicated a majority of respondents do not use strong passwords to protect their information assets.
Introduction
Examples of cyber security attacks appear almost weekly in national media outlets and range from personal information being stolen from credit card companies, banks, and large retail corporations to political information being accessed illegally from national political parties by individuals, organisations, or even foreign countries. Even our critical electrical grid could fall prey to hackers which could cause countrywide implications (Miller and Engemann, 2015) . Ginni Romelty, IBM CEO and President, has indicated that he believes "cybercrime may be the greatest threat to every company in the world". Estimating a cost of cybercrime is a challenging task because some breaches are not reported or have not even been identified yet. However, the estimates have increased significantly over the past few years to be an estimated $2.1 trillion by 2019 (Morgan, 2017) .
While larger companies have resources to address cyber security issues, small companies often do not. Usually, a business owner and sometimes his immediate family members along with a few hired employees handle many different roles within the small business. Because of a lack of information technology knowledge and resources to hire that knowledge, many small businesses are at a great risk of having their systems compromised. Paulsen (2016) indicated that small businesses have the most at risk when it comes to cyber security and they oftentimes do not know what to protect.
The USA Small Business Administration (SBA) reports that in 2016, small businesses comprised 99.9% of all firms and employed 48% of workers, which accounted for 41.2% of private-sector payroll in the USA (https://www.sba.gov/sites/default/ files/advocacy/SB-FAQ-2016_WEB.pdf). Because of the significant number of jobs created in small businesses and the impact of small businesses on the overall economy, keeping their information resources secure and helping to make small businesses resilient to security breaches should be important.
Previous research
Accounting researchers have been offering direction and suggestions related to small business protection for many years. For example, Wells (2003) argued for the use of CPAs by small businesses to set up policies and procedures to help prevent fraud in small businesses. He described a case where typical accounting controls could have prevented financial fraud. However, since the advent and proliferation of technologies like the internet, cloud computing, and the ubiquitous adoption of technology use in nearly all phases of business, Gupta and Hammond (2005) concluded that research related to security issues in small businesses has been incomplete. In their survey of 1,000 small business owners, which only had a 13.8 response rate, they concluded that many small businesses had procedures in place related to information security but had doubts about the effectiveness of those efforts. Keller et al. (2005) conducted a study to address the following three questions:
1 What are the trends affecting small business in regards to information system security?
2 What are the actions small business are taking to protect their digital assets and are they following best practices?
3 Do small businesses have an emergency action plan in place regarding cyber threats?
Kral (2011) offered a systems approach to creating a solution to protecting small and medium-sized businesses that he referred to as balanced information security. The model included five stages:
1 pre-audit of the environment 2 interpretation of the pre-audit information 3 developments of relevant solutions 4 implementation of those solutions and finally, 5 auditing the results after implementation.
Prince and King (2012) conducted a survey by collecting data at the Lancaster University Cyber security conference. The primary research interest was to determine how information technology security is addressed in small businesses. The researchers included 48 completed surveys in their results. Interestingly, 98% of the respondents indicated that IT/cyber security was a high business priority, yet only 43% actually had developed and implemented information technology security practices. The authors recommended future research and efforts to develop a toolset specific for small businesses to help them address information technology security issues. Sangani and Balakrishnan (2012) provided a detailed overview of cyber threats to small and medium sized businesses and alternative controls that could be used for protection.
In 2015, Opara and Mahfouz (2016) surveyed participants at the USENIX security technology trade conference to determine if gender or information technology position (employment level) led to significant differences in perceptions related to phishing, malware, zero day attacks and DDos attacks or APTs. Their results showed that there was a high level of concern for each threat; however, only for the threat of malware was there a significant difference. Lower-level IT professionals viewed malware as a higher threat than executive level IT professionals.
Little academic research has been published that specifically reports actions taken by small businesses to protect themselves from cybercrime. Numerous articles have been published related to use of technology for accounting purposes, but not much has been offered since the expansion of networks, cloud services, and the internet of everything became common. Most of the published research relating to small business cybercrime risk management is practical in nature and published primarily by government entities and consulting firms.
KPMG completed a survey of 1,000 small business owners and 1,000 consumers in Europe to determine how small business owners and consumers felt about cybercrime. Primary findings from the study indicated that consumers are concerned about cybercrime (58% of the respondents indicated they would be discouraged from doing business with a small firm that had been a victim of cybercrime). However, only 23% of the business respondents indicated cybercrime was one of their primary concerns; half of the business respondents thought that they were likely not to be a target of cybercriminals. Yet, the survey results indicated that 60% of the small businesses survey had experienced a breach (KPMG, 2016) .
Microsoft estimates that 20% of small businesses have already been victims of some form of cybercrime while semantics suggests that 43% of the cyber-attacks during 2015 were against small businesses. Costs to combat cyber criminals was reported to exceed an average of over $20,000 for small business victims, according to a December survey of owners by the National Small Business Association (http://www.nsba.biz, 2015). The issue is so significant that the 2017 US Congress is considering a bill, referred to as MAIN STREET Cybersecurity Act, that if passed will create a focus on small business cyber security concerns by providing a consistent set of resources to protect their information assets (https://www.congress.gov, 2017).
The USA Small Business Administration (SBA) provides a list of top ten methods for small businesses to protect their information assets. These include the following: 1 protect against viruses, spyware, and other malicious code 2 secure networks through firewalls and/or encryption 3 develop a set of security practices and policies 4 provide education and training to employees 5 require users to have strong passwords 6 employ best practices for payment cards 7 have a backup policy in place that is followed 8 control physical access to information resources 9 create a mobile device action plan 10 protect all web pages (https://www.sba.gov/managing-business/cybersecurity).
The purpose of this paper is to report the findings of a field study that included over 370 interviews with small business owners about their approach to risk management for cyber security threats. Questions relating to most of the top ten suggestions by the SBA were included in the survey instrument.
Data collection methodology
As part of a federal grant to improve small business resilience after a disaster, a program was created to assess small business understanding and use of risk management tools and techniques. Issues related to technology security were included in the survey.
Since the inception of the project, over 1,500 assessments have been collected from small business owners. Collection of the field data is part of a required project in a college course titled 'Business risk management'. Students go through a two hour training program related to the assessment instrument with the instructor of the class as well as the university required University of Miami's CITI training program. The students electronically enter all the data while interviewing business owners; employees are not allowed to participate in the survey nor are owners allowed to input the data directly. Students must input all of the responses collected during the interview process into the survey form. Electronic copies of the survey data are submitted to the instructor of the class for review.
The data reported in this paper resulted from over 370 assessments and was collected during the fall semester of 2016.
The assessment instrument
The research instrument used in this study includes eight sections that cover a wide variety of issues related to risk management in small businesses. The assessment instrument includes business demographic questions such as location of business, number of owners, type of business, number of employees, number of locations, value of gross sales and total property values. This section also asks about the risks that the business owner considers critical to the success of the business.
The survey also collects demographic data about the primary owner (gender, age and education level). Additionally, the survey asks what losses a business has experienced from a list of types of losses (e.g., employee theft, other burglary and business vehicle damage) and asks whether any of those losses cost over $1,000.
The section that captures the data most relevant to this paper is the IT risk management section. This includes questions related to virus protection, firewall, backup, IT use policies, passwords and other forms of security. The students ask the business owners the following questions related to information technology risk management:
Have you incurred any losses related to computer/system downtime?
Have you incurred any losses related to data breaches?
Have you incurred any losses related to data/records loss? The last section covers types of insurance policies the small business has in place including whether or not they have an electronic data processing policy, a type of insurance policy commonly sold to protect against technology risks. It has been estimated that the cyber insurance market will grow from $3.4 billion in 2017 to $20 billion in 2020 (Suess, 2017) .
Respondent demographics
Three hundred forty-one business assessments from across Louisiana, 27 from other states and five from Canada were analysed for this paper. Of the respondents, 66% were owned by one person, while 22% were owned by two people. As far as longevity in business, 29% of businesses had been in business over 20 years, and most (67%) had been in business more than five years. The majority (75%) of the respondents included businesses with five or fewer full-time employees and those that had sales greater than $100,000 (79%) and property valued greater than $100,000 (52.5%). The types of businesses were mostly retail trade (30%) and services (44%). 18% of the businesses considered themselves to be home-based businesses.
Results
Business owners were asked, "Which of the following is used (or done) as a critical part of running this business (i.e., if this were destroyed or incapacitated, it would result in more than one day of downtime for the business)?" Out of a list of 12 different possibilities which were determined based on prior surveys and discussions with small business owners, three of the top six risks were technology related risks (see Table 1 ). The top six critical risks identified were people coming in and out of their place of business (85%), internet (68%), a computer (66%), specialised equipment (62%), an inventory (54%) and computer-based contacts (53%). As noted, three of the top six critical issues identified by these small business owners were information technology related. Computer 66%
Specialised equipment 62%
An inventory 54%
Computer-based contacts 53%
Land-line telephone 51%
Delivery/conveyance 50%
Specialised storage 49%
Water flow 41%
Written contact list 34%
Specialised raw materials 30%
Body of water 12%
As shown in Table 2 , most respondents were not aware of any losses related to data breaches, data/records loss or any accidental sharing of customer of employee personal data. Most (74.5%) use antivirus software, but % only 47% of those update their antivirus software automatically or daily while the rest update their software monthly or less frequently than monthly which puts their systems at risk. Only 34% indicated they have installed a firewall while 25% did not know if they had a firewall. Of those that had a firewall, 54% indicated they have never updated it. Again, this places the business information assets at risk. Only 6.5% of the respondents indicated they have written policies related to information technology security. This poses a huge risk for small businesses, especially when social engineering continues to be a primary tool used to gain illegal access to information assets. Having a policy in place regarding sharing of passwords, password strength, backing up files, ethical use of computers, use of the Internet, and workstation rules could curb the effectiveness of hackers' use of social engineering to gain access to a business's information assets.
Of the 6.5% who indicated they have written policies, it appears none have policies related to backing up files while all of them have policies on passwords, unattended workstations, and ethical use of computers. Backing up files is a relatively easy and low cost task to complete and can mean the difference between recovering from a cyber invasion and not. Most computer systems come equipped with backup software and many cost effective solutions are available in the marketplace.
None of the respondents indicated use of the more sophisticated biometric security systems. Given the advancement of this technology it was surprising that none of the respondents use the technology. The latest cell phones have biometric scanners that allow users to access accounts through scans of their fingerprints. One would imagine that this use would increase over time as the technology becomes more readily available and more cost effective. One of the first levels of protection to prevent unauthorised access to a system is strong passwords. Generally, a password is considered strong if it uses a combination of upper and lower case letters, numbers, symbols (special characters) and is at least eight characters long. 75% of the respondents indicated that their passwords are usually at least eight characters long; however, a majority (93.5%) indicated they change their password infrequently (yearly or longer). According to our results, 53% of our respondents use the same password for more than one account. 100% of the respondents indicated that they do not use a separate password for sensitive accounts. While it is encouraging that 75% of the respondents indicated that they used passwords with eight or more characters, it is concerning that none reported using a combination of letters, numbers, and symbols for sensitive systems. 53% reported using either numbers or letters while 47% reported using a combination of letters and numbers.
Only 40% of the respondents indicated they have electronic data processing insurance, a common type of insurance used to protect a business's technology resources.
Summary
Of the 373 small business respondents, very few indicated they have been a victim of a cybercrime. While this is good news, the chances of them becoming a victim in the future is highly likely. With the rapid pace of advancement in available technologies and businesses' increasing dependence on technologies such as web-based applications, data analytics, and mobile device applications and use, technology risks are only going to increase for small businesses. Despite the fact that the businesses surveyed in our study rate technology-related risks among their most critical risks, they are already falling behind in terms of employing available and appropriate cyber security techniques.
Protecting their information assets includes physical, technical, and social solutions. Most have adopted some physical access (unattended workstations) policies and technical solutions (virus protection and firewalls). However, updating these technology solutions will be critical to maintaining a successful technical barrier to intruders, and it appears the respondents are not adequately accomplishing this responsibility. Strong passwords serve as an initial barrier to sensitive systems and unfortunately, most of the small business respondents do not utilise strong passwords or keep up with a reasonable schedule related to changing their passwords. Without changes in policies and practices, small businesses will remain a target of those wishing to benefit through cybercrime activities.
Additionally, business and related programs at universities, especially those that emphasise risk management or entrepreneurship, should continue to monitor and analyse small businesses' approach to cyber security. Universities along with other public and private business development programs should continue to develop and deliver educational resources and user-friendly and low-cost cyber security tools to assist small business owners whose resources to manage cyber risks are severely limited.
